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ABSTRACT
In current decade, digital images are in use in a wide range of
applications and for multiple purposes. They also play an
important role in the storage and transfer of visual
information, especially the secret ones. With this widespread
usage of digital images, in addition to the increasing number
of tools and software of digital images editing, it has become
easy to manipulate and change the actual information of the
image. Therefore, it has become necessary to check the
authenticity and the integrity of the image by using modern
and digital techniques, which contribute to analysis and
understanding of the images’ content, and then make sure of
their integrity. In this detection technique used texture feature
of image. For the texture extraction of image used wavelet
transform function, these function is most promising texture
analysis feature. For the selection of feature generation of
pattern used clustering technique. Clustering technique is
unsupervised learning technique process by iteration. The
proposed methods are evaluated on a number of original and
forged images. According to our experimental results the
proposed methods are quite attractive. The forgery is done
with just copy-move, copy-move with rotation, with scaling,
and reflection. In this process, an image database that consists
of original and forged images is also developed. The
proposed method achieves 100% accuracy in just copy-move
forgery (without any change in the size or characteristics of
the object) forgery without post-processing and 98.43%,
86.58%, and 95.12% accuracies in copy-move forgery with
rotation, scaling, and reflection, respectively.
Index Terms:- Image forgery, Classification, DWT, K-Means.

INTRODUCTION
Forgeries are not new to mankind but are a very old problem.
In the past it was limited to art and literature but did not affect
the general public. Nowadays, due to the advancement of
digital image processing soft-ware and editing tools, an image
can be easily manipulated and modiﬁed. Digital images in the
current era play very important role in various fields. They
are used in different applications in the area of military, news,
medical diagnosis and media, to mention a few. Due to the
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development in technology of digital image, for example,
cameras, software, and computers and the wide spread via the
internet, digital image can be considered a major source of
information in today's digital world. But to believe what we
see, we must make sure that the image is original. Thus the
images are required to pass the test authenticity. It is very
difficult for humans to identify visually whether the image is
original or manipulated. There is rapid increase in digitally
manipulated forgeries in mainstream media and on the
Internet [4]. This trend indicates serious vulnerabilities and
decreases the credibility of digital images. Therefore,
developing techniques to verify the integrity and authenticity
of the digital images is very important, especially considering
that the images are presented as evidence in a court of law, as
news items, as a part of medical records, or as ﬁnancial
documents. In this sense, image forgery detection is one of
the primary goals of image forensics.
Verifying the integrity of digital images and detecting the
traces of tampering without using any protecting preextracted or pre-embedded information have become an
important and hot research ﬁeld of image processing. In our
society digital images has significant role in everyone's lives,
which are widely used in medium of communication, forensic
investigations, insurance processing, surveillance systems,
intelligence services, medical imaging and political
campaigns [10]. A digital image can be retouched or
maliciously tampered with ease, and the information in which
could be altered without leaving any obvious trace with the
help of a sophisticated photo editor. Region duplication is a
kind of tampering commonly seen in digital image forgery.
The sub-area of an image is copied and pasted to another
location of this image, to conceal or duplicate the interested
object in the image. The two forgeries are image inpainting
and copy paste forgery. Image inpainting is a technique to
reconstruct portion of the image which has been removed
using the information from the rest of the image. Exemplarbased image inpainting is currently state of the art for Image
Inpainting. Object removal and region filling by image
inpainting is significant for content correction by removing
unwanted objects and for image restoration by repairing
damaged portions. It is also a tool for photo-montages
leading to privacy violation and cybercrimes. It thus requires
for the development of a forensic technique to detect forged
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inpainted images. On the other hand a copy move forgery is
one in which a part of the image itself is copied and pasted
into another place in the same image. It is also known as
cloning. Textured regions such as foliage, grass, gravel or
irregularly patterned fabrics are ideal for this purpose because
the copied areas will probably blend with the background.
Thus it makes it difficult for human discern any suspicious
artifacts.
Digital image forgery detection techniques are classified into
active and passive approaches. In active approach, the digital
image requires some pre-processing such as watermark
embedding or signature generation at the time of creating the
image, which would limit their application in practice.
Moreover, there are millions of digital images in internet
without digital signature or watermark. In such scenario
active approach could not be used to find the authentication
of the image [15]. Unlike the watermark-based and signaturebased methods; the passive technology does not need any
digital signature generated or watermark embedded in
advance.
II DETECTION OF COPY/MOVE FORGERY
In a Copy-Move forgery, a part of the image itself is copied
and pasted into another part of the same image. This is
usually performed with the intention to make an object
“disappear” from the image by covering it with a segment
copied from another part of the image. Textured areas, such
as grass, foliage, gravel, or fabric with irregular patterns, are
ideal for this purpose because the copied areas will likely
blend with the background and the human eye cannot easily
discern any suspicious artifacts. Because the copied parts
come from the same image, its noise component, color
palette, dynamic range, and most other important properties
will be compatible with the rest of the image and thus will not
be detectable using methods that look for incompatibilities in
statistical measures in different parts of the image. To make
the forgery even harder to detect, one can use the feathered
crop or the retouch tool to further mask any traces of the
copied-and-moved segments. It is one of the most popular
forms of tampering in which some region is copied from a
particular location in an image and thereafter pasted at one or
more locations within the same image or a different image of
preferably the same scene . Two examples are given in below
Figure to demonstrate the copy/move forgery. The original
image, as reported in in the form of below Figure, is
depicting two army vehicles. The truck has been camouﬂaged
from the image by copying a region that is roughly of a
circumference as indicated by the circle and moved to the
location of the truck (in the original image).
IMAGE RETOUCHING
Image retouching is another class of forensic methods that
pertains to a slight change in the image for various aesthetic
and commercial purposes, not necessarily conforming to the
standards of morality. The retouching is mostly used to
enhance or reduce the image features. Usually this type of
forgery is realized by changing the color or texture of the
objects, intensify the weather conditions or simply
introducing some blur for defusing the objects. The example
demonstrates the effects of the retouching. Below figure left
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one is the original image, whereas right side image shows the
change of colors of the headlights and some background
objects. Image retouching has long been the norm in
commercial photography, usually for photo-sessions, as well
as a routine in the showbiz industry. This type of forgery is
also known as the image enhancement for its use to improve
facial features.
III PROBLEM STATEMENT
In this section discuss some common problem related to
image forgery detection some are discuss below:
1. Data Provenance
The data provenance is necessary for protection of rights and
may be regulatory requirement in applications like science,
medicine, financial transactions government legal
prosecutions and many more daily situations, wherever the
information is valuable and trustworthy.
2. Benchmarking and Standard data set
There is need of open data sets for critical and typical realistic
conditions such as images (digital documents) in
uncompressed form with different resolutions, sizes and
image acquisition model (camera model) with diverse
contents for all possible forgeries such as copy-move,
compositing, splicing, photomontage, blending, matting etc.
with manipulation, and manipulation compensation
conditions like adjustments color, contrast, brightness,
blurring, enhancement and possible post suppression
3. Duplicate Regions
The reason of the appearance of duplicate regions in an image
is one of two things: first, the presence of two things or two
objects with the same size, shape, and color; one of them may
be a copy from the other one. Second, the presence of a
relatively large area with one color and close in
characteristics such as backgrounds (sky, wall, etc.) which
leads to the appearance of duplicate regions in the results.
IV PROPOSED WORK
In this section discuss the proposed algorithm for image
forgery detection based on clustering technique. In the process
of image forgery k-means clustering technique is applied. The
k-means clustering technique is very efficient for the creation
of block pattern. After the creation of block pattern used block
matching process. For the purpose of clustering used texture
feature data for forged and original image.
In this section describe the process of proposed model. The
proposed model contain with wavelet transform function and
clustering technique. The clustering technique generates the
local pattern of block.
Step 1. Initially put the original image and forged image for
the processing of feature extraction
Step 2. After processing of image discrete wavelet transform
function are applied for the texture feature extraction
Step 3. After the texture feature extraction apply k-means
technique for local pattern generation
Step 4. The pattern matching block selects the all local
pattern of cluster algorithm of both original and forged image
Step 5. Measure the distance between original image and
forged image.
Step 7. If the value of d is 0 images are block is original else
image block area is forged.
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V RESULT ANALYSIS

It is simulating on mat lab 7.14.0 and for this work we use
Intel 1.4 GHz Machine. MATLAB is a high level technical
computing language and interactive environment for
algorithm development, data visualization, data analysis, and
numeric computation Mat lab is a software program that
allows you to do data manipulation and visualization,
calculations, math and programming.

Figure 2: Shows that the images load initially from the
dataset.

Figure 1: proposed model for image forged image

Figure 3: Mapping Density of Image1.
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Figure 4: Mapping of Forest image for the proposed
technique.
Image
name

Method
LDBM

Detection Rate
In %
87.79

FRR
In %
2.10

PROPOSED

93.82

.420

LDBM

88.12

1.93

PROPOSED

94.12

.268

LDBM

86.24

3.18

PROPOSED

92.67

1.48

LDBM

89.27

3.820

PROPOSED

95.48

.987

Figure 5: Shows that comparative result of Image
“Coupled”, with using LDBM and Proposed method and
here our proposed method shows that the better result in
the form of higher Detection Rate and low FRR than the
existing method.

Couple

Forest

Historical

Water
Fall

Table 1: Shows that the Detection Rate and FRR with
using LDBM and Proposed method for the same and
different number of images.
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Figure 6: Shows that comparative result of Image
“Forest”, with using LDBM and Proposed method and
here our proposed method shows that the better result in
the form of higher Detection Rate and low FRR than the
existing method.
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VI CONCLUSION
In this paper proposed an image forgery detection technique
based on clustering technique. The proposed image forgery
used wavelet transform function for the extraction of feature
of original and forged image. The extracted feature passes
through clustering technique for the generation of local
pattern. The local pattern passes though matching block and
measure distance of two similar and dissimilar blocks. The
proposed image forged detection technique is very efficient in
compression of local pattern and transform function based
technique.
The proposed methods are evaluated on a number of original
and forged images. According to our experimental results the
proposed methods are quite attractive. The forgery is done
with just copy-move, copy-move with rotation, with scaling,
and reflection. In this process, an image database that consists
of original and forged images is also developed. The
proposed method achieves 100% accuracy in just copy-move
forgery (without any change in the size or characteristics of
the object) forgery without post-processing and 97.43%,
66.58%, and 99.12% accuracies in copy-move forgery with
rotation, scaling, and reflection, respectively. Also to ensure
more efficiency, we have added some random noise on the
images, the detection accuracy achieved 98.23%. While the
proposed method performs well even with additive white
Gaussian noise post-processing. For the evaluation of
performance of copy-move forgery detection in digital
images, in future, we commend the following improvements.
a. Some sophisticated constraints on the feature selector
genetic can be applied to make the system more robust.
b. Detecting small target area and big size image using
optimization technique.
c. Applying different classification technique for pattern
generation process.
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