IJMERT, ISSN 2394-6172 (O)

Vol-3, Issue-4, 2016

An Efficient Approach for Intrusion Detection in Reduced
Features of Network Data Using Particle Swarm Optimization
Sadiya Anjum
M.Tech Scholar, Department of CSE
PIT, Bhopal INDIA
E-mail- sadiyaanjum09@gmail.com

ABSTRACT
The process of clustering technique plays an important role in
intrusion detection system. The processes of clustering
technique grouped the network traffic data on the basis of
similarity and validate the traffic data. The process of
clustering suffered from the problem of large number of
iteration and loss of data. Now a day’s various authors used
various optimization technique for the controlling the number
of iteration and selection of seed. In consequence of this used
particle of swarm optimization technique. The particle of
swarm optimization technique reduces the loss of data and
increase the validation of cluster content. In this paper tried to
propose a very simple and fast clustering method for intrusion
detection. A hybrid scheme based on coupling two different
algorithms one is particle of swarm optimization and other is
k-means algorithm. The main originality of proposed
approach relies on associating two techniques: extracting
more information bits via specific linguistic techniques, space
reduction mechanisms, and moreover arcing cluster to
aggregate the best clustering result. For the validation and
performance evaluation of proposed algorithm used
MATLAB software and KDDCUP99 dataset 10%. This
dataset contains approx 5 lacks number of instance.
Index Terms:- IDS, PSO, KDD, NIDS.

INTRODUCTION
The performance of intrusion detection system depends on
classification of unknown types of attacks. The detection of
unknown types of attack is very difficult due to large number
of attribute and huge amount of network data. For the
improvement of unknown attack feature reduction is
important area of research. The reduction process reduces the
large number of attribute and improved the detection of
intrusion detection system. In the process of feature reduction
various algorithm are used such algorithm are principle of
component analysis and neural network. The reduction
process used PCA method this method is static reduction
technique, reduces only fixed number of attribute. The fixed
number of feature reduction process not justify the value of
feature it directly reduces the feature. On the consideration of
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computational time feature reduction is also an important
aspects, the reduces feature increase the processing of
detection ratio. Many methods have been proposed in the last
decades on the designs of IDSs based on feature reduction
technique. With the tremendous growth of network-based
services and sensitive information on networks, network
security is becoming more and more importance than ever
before. Intrusion detection techniques are the last line of
defenses against computer attacks behind secure network
architecture design, firewalls, and personal screening. Despite
the plethora of intrusion prevention techniques available,
attacks against computer systems are still successful. Thus,
intrusion detection systems (IDSs) play a vital role in network
security. Symantec in a recent report uncovered that the
number of fishing attacks targeted at stealing confidential
information such as credit card numbers, passwords, and
other financial information are on the rise, going from 9
million attacks in June2013 to over 33 millions in less than a
year. One solution to this is the use of network intrusion
detection systems (NIDS) that detect attacks by observing
various network activities. It is therefore crucial that such
systems are accurate in identifying attacks, quick to train and
generate as few false positives as possible. Internet has
rapidly become one of the main communication methods in
our society. Various types of internet application and usage
are available more and more. Increasing usages of network
applications also increase security risks to internet users, to
prevent unwanted or dangerous threats.
An Intrusion Detection System (IDS) inspects the activities in
a system for suspicious behavior or patterns that may indicate
system attack or misuse. There are two main categories of
intrusion detection techniques; Anomaly detection and
Misuse detection. The former analyses the information
gathered and compares it to a defined baseline of what is seen
as “normal” service behavior, so it has the ability to learn
how to detect network attacks that are currently unknown.
Misuse Detection is based on signatures for known attacks, so
it is only as good as the database of attack signatures that it
uses for comparison. Misuse detection has low false positive
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rate, but cannot detect novel attacks. However, anomaly
detection can detect unknown attacks, but has high false
positive rate.
An intrusion detection system gathers and analyzes
information from various areas within a computer or a
network to identify possible security breaches. In other
words, intrusion detection is the act of detecting actions that
attempt to compromise the confidentiality, integrity or
availability of a system/network. Traditionally, intrusion
detection systems have been classified as a signature
detection system, an anomaly detection system or a
hybrid/compound detection system. A signature detection
system identifies patterns of traffic or application data
presumed to be malicious while anomaly detection systems
compare activities against a “normal” baseline. On the other
hand, a hybrid intrusion detection system combines the
techniques of the two approaches. Both signature detection
and anomaly detection systems have their share of advantages
and drawbacks. The primary advantage of signature detection
is that known attacks can be detected fairly reliably with a
low false positive rate. The major drawback of the signature
detection approach is that such systems typically require a
signature to be defined for all of the possible attacks that an
attacker may launch against a network. Anomaly detection
systems have two major advantages over signature based
intrusion detection systems. The first advantage that
differentiates anomaly detection systems from signature
detection systems is their ability to detect unknown attacks as
well as “zero days” attacks. This advantage is because of the
ability of anomaly detection systems to model the normal
operation of a system/network and detect deviations from
them. A second advantage of anomaly detection systems is
that the aforementioned profiles of normal activity are
customized for every system, application and/or network, and
therefore making it very difficult for an attacker to know with
certainty what activities it can carry out without getting
detected. However, the anomaly detection approach has its
share of drawbacks as well.
II TYPES OF IDS TECHNIQUES:
There are two primary approaches to analyze events to detect
attacks, namely misuse detection and anomaly detection.
Misuse detection is based on the extensive knowledge of
known attacks and system vulnerabilities provided by a
human expert, looking for hackers who attempt to perform
these attacks and/or to exploit known vulnerabilities.
Although misuse detection can be very accurate in detecting
known attacks, it cannot detect unknown and emerging cyber
threats this shortcoming makes them vulnerable to the
reactivity of attackers. In other words, when attackers change
their behavior in response to detection techniques, these
techniques become useless and need major redesign. One
solution for this problem would be to use adaptive approaches
which are inherently designed to be resilient to small changes
in the environment and adapt easily. On the other hand,
anomaly detection is based on the analysis of profiles that
represent normal behavior of users, hosts, or network
connections. Anomaly detectors characterize normal
“legitimate” computer activity using different techniques and
then use a variety of measures to detect deviations from
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defined normal behavior. The major benefit of anomaly
detection algorithms is their potential to recognize unforeseen
attacks. However, the major limitation is the possibly high
false alarm rate. Note that deviations detected by anomaly
detection algorithms may not necessarily represent actual
attacks as they may simply be new or unusual but still
legitimate network behavior. Anomaly detection techniques
fall into the following five groups: statistical methods, rulebased methods, distance-based methods, profiling methods,
and model-based approaches. It should be mentioned that
many IDSs, such as snort, use both misuse detection and
anomaly detection to benefit from their respective
advantages. There are two general categories of intrusion
detection systems (IDSs): misuse detection and anomaly
based. Misuse detection systems are most widely used and
they detect intruders with known patterns. The signatures and
patterns used to identify attacks consist of various fields of a
network packet, like source address, destination address,
source and destination ports or even some key words of the
payload of a packet. These systems exhibit a drawback in the
sense that only the attacks that already exist in the attack
database can be detected, so this model needs continuous
updating, but they have a virtue of having very low false
positive rate. Anomaly detection systems identify deviations
from normal behavior and alert to potential unknown or novel
attacks without having any prior knowledge of them. They
exhibit higher rate of false alarms, but they have the ability of
detecting unknown attacks and perform their task of looking
for deviations much faster. Application and development of
specialized machine learning techniques is gaining increasing
attention in the intrusion detection community. Soft
computing is a collection of methodologies, which aim to
exploit tolerance for imprecision, uncertainty and partial truth
to achieve tractability, robustness and low solution, cost. As
soft-computing techniques can also be used for machine
learning, different soft-computing techniques have been used
for intrusion detection (Fuzzy Logic, Artificial Neural
Networks, Genetic Algorithms), but their possibilities are still
under-utilized. In this work we have realized a misuse
detection system that is based on Genetic Algorithm (GA).
We have exploited both possibilities, either to classify
network traffic as normal or abnormal, or to further classify
the attacks by their type. Many features of GA make it very
suitable for intrusion detection. Like robustness to noise, self
learning capabilities and the fact that initial rules can be built
randomly so there is no need of knowing the exact way of
attack machinery at the beginning. Further classification of
the attacks is not very important for intrusion detection, but it
is important for network forensics because knowing the exact
type of a threat and the way it performs its attack, the
recovery after an attack would be more successful.
III PROBLEM STATEMENT
The environment in which the feature extraction is done is a
mobile operator’s network with real people using it. This
means that the network traffic contains user confidential
information. For example in Finland user network traffic is
protected by the data protection law. Because of this, only a
limited analysis for the network traffic can be done, meaning
that a deep packet analysis cannot be done. In general, only
the header fields of the packets can be checked but not the
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user data in the payload. Scalability is an issue with IDS.
Because of the huge amount of data flowing through the
mobile operator’s network, it is not an easy task to find out
the right information needed for IDS. The problem is to find
an answer to the question: “What features need to be taken
into account when calculating or analyzing whether the
activity is malicious or not?” Based on prior research on IDS
it is clear that either one of the techniques alone cannot detect
everything but the combination of the both is the most
promising approach. For example misuse detection can be
used to filter known threats from the traffic to make it easier
for the anomaly detection system to focus on the unknown.
Even though IDS have been researched over 20 years, we still
do not have an answer to the question of what features should
be monitored. So far different kinds of methods and
algorithms have been developed for anomaly detection but
the focus has been on making them more efficient. Almost all
of them are lacking the same information; what features are
important for IDS, especially in telecommunications
networks? For some reason information on the used features
is not easily found from IDS research publications. No matter
what the reason is the result is the same; every researcher has
to figure out by themselves which features should be used for
the monitoring.
1. The pre-processing of KDDCUP99 takes more time.
2. The rate of false alarm generation is high.
3. Some clustering technique is used such as k-means and
genetic algorithm
4. Entropy based intrusion detection system suffered by high
false rate
5. The detection of dynamic feature evaluation as normal
data.
IV PROPOSED WORK
In this section discuss the proposed algorithm for intrusion
detection. The proposed algorithm is combination of k-means
algorithm and particle of swarm optimization algorithm. The
process of seed selection is done by particle of swarm
optimization.
The proposed algorithm of intrusion detection describe as
Step 1 initialized the rand function as artificial particle and
the range of particle is range of data. The state of particle and
velocity of particle select as random fashion. Select random
particle as cluster center. Here describe s
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Step 4: The value of Pbest and Gbest stored in swarm search
space and otherwise estimate with equation 4.5.1 and
equation 4.5.2
Step 5 minimized the eight value of particle W.
Step 6: If the value of Gbest is constant, unchanged for a
number of iterations go to Step 7 otherwise go to Step 3.
Step 7: Use the k-means algorithm to finish clustering task.
The clustering terminates when one of conditions meet
according to fitness function.
V RESULT ANALYSIS
THE PROPOSED INTRUSION DETECTION
IMPLEMENTED IN MATLAB 7.8.347. MATLAB

ALGORITHM
IS A STRONG
MATHEMATICAL TOOL WHICH PROVIDES HELP TO
ENGINEERS TO SOLVE, MODEL, SIMULATE THE PROBLEMS
AND FIND SOLUTIONS ASSUMING ENVIRONMENT IN TO
MATHEMATICAL EQUATIONS.

Figure 1: Shows that the main windows for implementation
of intrusion detection system to load of data set.

refers to the jth cluster centroid in solution
Where
suggested by the ith particle. Now intelligence of swarm
suggests the value of center point.
Step 2 estimate the fitness constraints of every particle on
given clustering condition the fitness constraints define as

Where is total number of data point proceeding for the
clustering?
Step 3: the total number of iteration of clustering technique is
maximized go to Step 7, if it is minimum go to next step
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Figure 2: Shows that the intrusion detection system enter
generating value of 0.1 image for the method NAIDGC and
find the value of accuracy, precision and recall.
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Input
value

Method

Accuracy

Precision

Recall

NAIDGC

90.8099

90.4731

87.8146

PROPOSED

97.3994

91.5004

90.3957

0.1

Table 1: Shows that the comparative results enter of the value
0.1 image for the NAIDGC and PROPOSED method and
finds the value of accuracy, precision and recall
Input
Value

Method

Accuracy

Precision

Recall
Figure 4: shows that comparative result analysis of intrusion
detection system and NAIDGC and PROPOSED method .

NAIDGC

92.4517

92.1149

89.4565

PROPOSED

99.0412

93.1422

92.0375

0.2

Table 2: Shows that the comparative results enter of the value
0.2 image for the NAIDGC and PROPOSED method and
finds the value of accuracy, precision and recall.

VI CONCLUSION
In this paper proposed intrusion detection technique based on
particle of swarm optimization along with k-means clustering
technique. The modified clustering algorithm perform better
clustering task instead of k-means-GA. Particle of swarm
optimization control the iteration and also provide the facility
of center point selection. The proposed clustering technique
implemented in MATLAB 7.8.0 computational software and
tested with valid intrusion dataset KDDCUP99. The
KDDCUP99 dataset consist of five categories of data such as
denial of service attack, prob attack, U2R attack, R2L attack
and finally normal data connection for network traffic data.
Compared the results of the proposed method with some of
commonly used clustering technique, the standard k-meansGA methods used as baseline methods are the big-bang and
Local cluster group. The proposed method of intrusion
detection clustering improved the cluster validation of attack
data during the process of clustering. A hybrid technique of
intrusion detection clustering suffered a problem of low range
data.
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