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ABSTRACT
The current decade of internet based communication faced a
problem of cyber attack. Cyber attack disclosure the
credential of information. For the minimization of cyber
attack used various algorithms for the minimization of attack
possibility. In this paper proposed feature based classification
technique for the processing of cyber attack categorization.
The proposed technique used support vector machine and
graph based technique for classification process. Our
empirical evaluation shows that better result in compression
of pervious method.
Keyword: - Firewall, IDS, Neural Network, Data Mining,
Worms.
INTRODUCTION
Malware includes viruses, worms, Trojan horses, spy-ware,
and adware. A virus is a computer program that attaches itself
to a host (e.g., a program file or a hard disk boot record) and
spreads when the infected host is moved to a different
computer. A worm is a computer program that can replicate
itself and spread across a network. A Trojan horse appears to
be a legitimate computer program but has malicious code
hiding inside which runs when activated. Spy-ware is
malware that collects and sends data copied from the victim’s
computer, such as financial data, personal data, passwords,
etc [7]. Adware, or advertising- supported software, is a
computer program that automatically displays ads. Soft
computing embraces several computational intelligence
methodologies, including artificial neural networks, fuzzy
logic, evolutionary computation, probabilistic computing, and
recently it is extended towards artificial immune systems,
belief networks, etc. These members neither are independent
of one another nor compete with one another. Rather, they
work in a cooperative and complementary way. There are
various soft computing and machine learning techniques
which are used in malware detection. Malware is a program
that has malicious intention [12]. Whereas has defined it as a
generic term that encompasses viruses, Trojans, spywares and
other intrusive codes. Malware is not a “bug” or a defect in a
legitimate software program, even if it has destructive
consequences. The malware implies malice of forethought by
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malware inventor and its intention is to disrupt or damage a
system.
WORMS
Worms are malicious software applications designed to
spread via computer net- works. There are two types of
worms: scanning worms and email worms.
Scanning worms exploit a software vulnerability to gain
access/control of an end-host and require no human
intervention to propagate. An infected end-host scans
(dispatches suitably crafted packets often to randomly chosen
IPv4 addresses of) potential victim end-systems. If the
scanned end-system is susceptible to the exploit, it is
subsequently infected and begins scanning (spreading the
worm) in turn [3].
Email worms are installed when an end-host user
inadvertently opens an email attachment containing malicious
executables/scripts. Once installed, email worms harvest for
email addresses from the infected host, craft new emails,
attach the executables/scripts to the email and sends it.
WORM DETECTION TECHNIQUES
We now examine each worm detection technique
individually, as they are applied in various detection systems.
After describing each technique, we briefly analyze its
strengths and weaknesses towards worm detection. There
have been a variety of worm detection system proposed,
using a wide range of techniques. We make the distinction
here between a detection system, a relatively complete
structure for detecting a worm which is typically the subject
of one or more research publications; and a detection
technique, which is a specific low-level means of detecting
one aspect of a worm. Worm detection systems typically
employ multiple techniques [9]. Looking directly at the
techniques allows us to consider their strengths and
weaknesses beyond the constraints of the system they are
implemented in. To examine worm detection techniques, we
first broadly categorize the detection techniques into one of
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four categories: host-based, honey-pot based, content-based,
or behavior-based.

software. Artificial neural network is the network of
individual neurons. Each neuron is a neural network acts as
an independent processing element. Each processing element
Host-based: Host based detection is characterized by the fact
(neuron) is fundamentally a summing element followed by an
that it uses information only available at the end-host. It must
activation function. The output of each neuron (after applying
be installed on each host that is to be protected by it.
the weight parameter associated with the connection) is fed as
Modiﬁcations may be required to the operating system or the
the input to all of the neurons in the next layer. Like human or
software that runs on it to give the detection software access
other brain, neural networks also learn by example or
to the internals of the execution environment. Host-based
training, they cannot define or program to perform a specific
task. Neural networks perform very successfully for
techniques include: buﬀer overﬂow detection, correlating
recognizing and matching complicated or incomplete
network data to memory errors, and looking for patterns in
patterns. The most successful application of neural network is
system calls.
classification or categorization and pattern recognition. The
learning process is essentially an optimization process in
Honey-pot based: Honey-pot based worm detection is closely
which the parameters of the best set of connection
related to host-based detection, but diﬀers in that host-based
coefficients (weighs) for solving a problem are found and
detection is deployed to live servers whereas honey-pot by
includes the following basic steps:design serve no function beyond worm detection. All hostbased worm detection methods could be deployed to the  Present the neural network with a number of inputs.
software running on a honey-pot, but this is not generally  Check how closely the actual output generated for a specific
input matches the desired output.
necessary as all connections to a honey-pot are already
 Change the neural network parameters to better approximate
considered to be suspicious.
the outputs.
There are two different learning methods for the neural
Content-based: Content-based systems observe the contents
networks: supervised and unsupervised. In supervised
of network traﬃc looking for byte patterns that match the
learning method, the network learns the desired output for a
signature of a worm. The signatures are either generated on
given input or pattern. The well known architecture of
the ﬂy by the worm detector, or developed manually from
supervised neural network is the Multi-Level Perceptron
deconstruction of a worm instance. They rely on the fact that
(MLP); the MLP is employed for Pattern Recognition
some aspect of the data that is sent to take advantage of
problems. On the other hand, in unsupervised learning
vulnerability is never sent as part of legitimate traﬃc, and can
method, the network learns without specifying desired output.
therefore be used to accurately identify worm traﬃc. ContentSelf-Organizing Maps (SOM) are popular unsupervised
based techniques include static signatures, dynamic
training algorithms; a SOM tries to find a topological
signatures, and advanced signatures.
mapping from the input space to clusters.
Behavior-based: In contrast to content-based worm detection
The main merit of the artificial neural networks includes the
techniques, behavior-based worm detection attempts to detect
ability of faster information processing, the ability of
the presence of a worm by monitoring the network without
classification and the ability of learning and self-organization.
examining the payload of transmitted packets. Instead, these
Because of these abilities of the artificial neural networks, the
techniques rely solely on patterns of network activity that are
network intrusion detection system can analyze the network
characteristic of worm-speciﬁc behavior, such as the
captured packets and detect whether it would be an intrusion
aggressive scanning a worm might rely on in searching for
or not.
vulnerable targets. Like content-based systems, behaviorbased systems are typically easily deployable as they are
HIDDEN MARKOV MODELS
often amenable to being installed at a network gateway. They
Hidden Markov models (HMMs) are well suited for statistical
oﬀer an additional advantage in that they are robust against
pattern analysis. Since their initial application to speech
content polymorphism, thus potentially providing better
recognition problems in the early 1970’s, HMMs have been
overall coverage. On the other hand, behavior-based systems
applied to many other areas including biological sequence
typically produce less information gain. They can detect the
analysis. An HMM is a state machine where the transitions
presence of the worm, and may be able to identify which host
between states have fixed probabilities. Each state in an
is infected, but they typically cannot generate a signature that
HMM is associated with a probability distribution for
could be used to block individual worm connections.
observing a set of observation symbols. We can “train” an
HMM to represent a set of data, which is usually in the form
Section-II gives the information about Data mining approach.
of observation sequences. The states in the trained HMM then
In section III discuss the proposed method. In section IV
represent the features of the input data, while the transition
discuss comparative result finally, in section-V conclusion
and the observation probabilities represent the statistical
and future scope.
properties of these features. Given any observation sequence,
we can match it against a trained HMM to determine the
II ARTIFICIAL NEURAL NETWORKS
probability of seeing such a sequence. The probability will be
Artificial neural network is an information processing model
high if the sequence is “similar” to the training sequences. In
that is inspired by the biological nervous systems, such as
protein modelling, HMMs are used to model a given family
brain, process information. It tries to represent the physical
of proteins. The states correspond to the sequence of positions
brain and thinking process through electronic circuit or
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in space while the observations correspond to the probability
distribution of the 20 amino acids that can occur in each
position. A model for a protein family assigns high
probabilities to sequences belonging to that family. A trained
HMM can then be used to discriminate family members from
non-members. Metamorphic viruses form families of viruses.
Even though members in the same family mutate and change
their appearances, some similarities must exist for the
variants to maintain the same functionality. Detecting virus
variants thus reduces to finding ways to detect these
similarities. Hidden Markov models provide a means to
describe sequence variations statistically. We propose to use
HMMs similar to those used in protein sequence analysis to
model virus families [13]. In virus modelling, the states
correspond to the features of the virus code, while the
observations are instructions or op codes making up the
program. A trained model should then be able to assign high
probabilities to and thus identify viruses belonging to the
same family as the viruses in the training set.
DATA MINING APPROACH
Data mining methods are often used to detect patterns in a
large set of data. These patterns are then used to identify
future instances in a similar type of data. The experimented
with a number of data mining techniques to identify new
malicious binaries. Here three learning algorithms to train a
set of classifiers on some publicly available malicious and
benign executables. They compared their algorithms to a
traditional signature-based method and reported a higher
detection rate for each of their algorithms. However, their
algorithms also resulted in higher false positive rates when
compared to signature-based method. The key to any data
mining framework is the extraction of features, which are
properties extracted from examples in the dataset. Schultz et
al. extracted some static properties of the binaries as features.
These include system resource information (the list of DLLs,
the list of DLL function calls, and the number of different
function calls within each DLL) obtained from the program
header, and consecutive printable characters found in the files
[21]. The most informative feature they used was byte
sequences, which were short sequences of machine code
instructions generated by the hex dump tool. The features
were used in three different training algorithms. There was an
inductive rule-based learner that generated Boolean rules to
learn what a malicious executable was; a probabilistic method
that applied Bayes rule to compute the likelihood of a
particular program being malicious, given its set of features;
and a multi-classifier system that combined the output of
other classifiers to give the most likely prediction.

III PROPOSED WORK
Malware classification and detection process is very complex
process in network security. In current network security
scenario various types of malware family are available some
are known family and some are unknown family. The family
of know malware detection used some well know technique
such as signature based technique and rule based technique.
in case of unknown malware family of attack detection is
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various challenging task. In current trend of malware
detection used some data mining technique such as
classification and clustering. The process of classification
improves the process of detection of malware. The continuity
of chapter discusses feature extraction process of malware
data, directed acyclic graph technique, support vector
machine and proposed methodology.
Step1: Initially input Malware data passes through
preprocessing function and extracted feature part of Malware
data in form of traffic type.
Step2: the extracted traffic feature data converted into feature
vector.
Step 3: In phase of feature mapping in feature space of DAG
create a fixed class according to the group of data.
Step 4: steps of processing of DAG.
1.
Initialize Gaussian hyper plane margin.
2.
Choose a random vector from training data and
present it to the DAG.
3.
The weight of the plane support vector is estimated.
The size of the vector decreases with each iteration.
4.
Each vector in the SV’s neighborhood has its
weights adjusted to become more like the SV. Vector closest
to the SV are altered more than the vector furthest away in the
neighborhood.
5.
Repeat from step 2 for enough iteration for
convergence.
6.
Calculating the SV is done according to the
Euclidean distance among the node’s weights (W1, W2, … ,
Wn) and the input vector’s values (V1, V2, … , Vn).
7.
The new weight for a node is the old weight, plus a
fraction (L) of the difference between the old weight and the
input vector… adjusted (theta) based on distance from the
SV.
Step 5: After processing of support vector finally malware
data are classified.

Figure 1: Proposed Model for Malware Classification.
IV EXPERIMENTAL RESULT AND ANALYSIS
In this paper, we perform the experimental process of
proposed improved ensemble for Malware detection. The
proposed method is implemented in Matlab 7.14.0 and tested
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with very reputed dataset from the UCI machine learning
research center. In the research work, I have measured
detection accuracy, true positive rate, false positive rate, true
negative rate and finally the false negative rate error of the
classification ensemble method. To evaluate these
performance parameters I have used KDDCUP99 datasets
from the UCI machine learning repository namely Worm
detection dataset.

Figure 3: Shows that the windows for detection the Worm
with Hybrid ensemble method with using the generating
value is 0.1, and find the parameters value FPR, FNR,
TPR, TNR, Recall, precision and detection rate.

Figure 2: Shows that the window for detection the Worm
with Hybrid ensemble method with using the generating
value is 0.1.

Figure 4: Shows that the window for detection the Worm
with improved ensemble method with using the
generating value is 0.1.
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Table 1: Shows that the performance evaluation of TPR,
TNR, FPR, FNR, Detection rate, Precision rate and Recall
rate for Ensemble method, and the input value is 0.1.
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Figure 7: Shows that the performance evalueation of TPR
and TNR for the Hybrid ensemble method and the input
value is 0.1.
Figure 5: Shows that the performance evalueation of TPR
and TNR for the ensemble method and the input value is
0.1.

V CONCLUSION AND FUTURE WORK
In this paper, we have proposed a novel hybrid method, based
on DAG and Gaussian Support Vector Machines, for
malware classification. Experiments with the KDD Cup 1999
Data show that SVM-DAG can provide good generalization
ability and effectively classified malware data. Moreover, the
modified algorithms proposed in this desecration outperform
conventional CIMDS and ISMCS in terms of precision and
recall. Specifically, accuracy of the modified algorithms can
be increase due to feature allocation of DAG, and reduces
feature sub set increase the accuracy of classification. From
our experiments, the DAG-SVM can detect known attack
types with high accuracy and low false positive rate which is
less than 1%.
The proposed method classified attack and normal data of
KDDCUP99 is very accurately. The proposed method work
in process of making group of attack very accurately, the
learning process SVM training process makes very efficient
classification rate of Malware data. Our empirical result
shows better performance in compression of ISMCS and
another data mining technique for malware detection.

Figure 6: Shows that the performance evalueation of FPR
and FNR for the ensemble method and the input value is
0.1.
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In this paper we proposed a hybrid method for Malware
classification. Our experimental result shows that better result
in compression of old and traditional method of malware
classification. But the computational time of process is
increase. In future we reduce the iteration process of DAGSVM neural network for Speed classification and detection of
Malware. In the collection of feature attribute of malware
data, some suspicious features are not collected, so in future
used heuristic function for better selection of features.
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