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ABSTRACT:

Digital image forgery poses a significant threat to the integrity of visual content,
necessitating robust and efficient forgery detection mechanisms. This project
introduces an innovative approach to image forgery detection through the fusion of
lightweight deep learning models. Leveraging architectures like SqueezeNet,
MobileNetV2, and ShuffleNet, the proposed system achieves a delicate balance
between accuracy and computational efficiency. The fusion methodology enhances
the system's resilience against a variety of forgery techniques, ensuring
comprehensive analysis of diverse image features. Experimental results demonstrate
the system's efficacy in identifying manipulated images, making it suitable for real-
time applications. This project not only contributes to the evolving landscape of
multimedia forensics but also provides a resource-efficient solution for combating the

rising threat of digital image manipulation.

LINTRODUCTION evolving sophistication of manipulation

techniques. This project addresses this

In the era of digital content creation and challenge by proposing a novel image

dissemination, the integrity of visual foreery detection system based on the

information is paramount. However, the fusion of lightweight deep learning

increasing prevalence of image forgery — p54els. The integration of SqueezeNet,

poses a significant challenge to the MobileNetV2, and ShuffleNet allows for

authenticity ~ of  digital  content.  ,ooyrate  detection  while  ensuring

Traditional methods of forgery detection computational efficiency, making it

often struggle to keep pace with the  oopcylarly  suitable for  real-time
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applications. Through this project, we
aim to contribute to the advancement of
multimedia forensics and provide a
practical solution for safeguarding the

authenticity of digital images.
ILEXISTING SYSTEM

Existing image forgery detection
systems often rely on conventional
short in

methods that may fall

effectively identifying  sophisticated

manipulation techniques. Traditional
approaches, such as pixel-based analysis
and metadata examination, face
limitations when dealing with subtle
forgeries  or  deepfake  content.
Additionally, some existing systems may
be computationally intensive, making
real-time

them less suitable for

applications or resource-constrained
environments. This highlights the need
for a more robust and efficient forgery
detection system that can adapt to the
evolving landscape of digital image

manipulation.

III.LPROPOSED SYSTEM

The proposed image forgery detection
system introduces a paradigm shift by
leveraging the power of lightweight
deep learning models.

MobileNetV2,

SqueezeNet,
and ShuffleNet are

A
If M iiematona oumal o Mechanical Engnewing esearchand Techoclogy

ISSN 2454 — 5X
http://www.ijmert.com

Vol.16 Issue2, 2024

integrated to form a fusion-based

approach that addresses the
shortcomings of traditional methods.
This novel system excels in providing
accurate detection of manipulated
images while ensuring computational
efficiency, making it suitable for real-
time applications. The fusion strategy
enhances the resilience of the system
against various forgery techniques,
allowing for a comprehensive analysis
of diverse image features. Through this
project, we aim to set a new standard in
image forgery detection, contributing to
the advancement of multimedia
forensics and ensuring the

trustworthiness of digital visual content.
IV.LITERATURE SURVEY

1.An integrated technique for splicing
and copy-move forgery image detection,
Shinfeng D. Lin; Digital images can be
easily forged with various image
processing tools; nowadays the issue of
digital image forgery becomes more and
more important. As JPEG has been
popularly used in image compression
standard, forgery detection of JPEG
images plays an important role now.
Forging on compressed images often
involves recompression and tends to

erase those forging traces existed in un-
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compressed images. We could, however,
attempt to discover new traces caused by
recompression and use these traces to
detect the recompressed image's forgery.
The artifacts introduced by lossy JPEG
compression can be regarded as an
inherent  feature for recompressed
images. In this paper, a novel forgery
image detection for splicing and copy-
move forgery image is proposed. We
first use a forgery image detection
approach by periodicity analysis with
the double compression effect in spatial
and DCT domain. Then, the feature
extracted by SURF descriptors is applied
to resisting the variation of rotation
and/or scaling. Experimental results
demonstrate that the proposed technique
is performed well on the detection of
forgery localization. Especially for the
copy-move forgery images, the proposed
technique is able to locate the forged
regions and recognize the non-original

regions.

ap
o

{ MobileNetv2

Tr———T

ShuffleNet

Fine-tuned |Feature Map

l Data Preprocessing

Fig: System architecture
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V.MODULES:

» upload images tamper or forge : use

upload button to get upload images.

» Then preprocess the dataset here
images will read the images and

normalize them

> Generate & Load fusion model :
Here we can train all algorithms and
then extract features from them and

then calculate their accuracy .

» Fine Tuned Features Map with
SVM’ : Is totrain SVM with
extracted features and get its

accuracy as fusion model

» Run Baseline SIFT Model: to train
SVM with SIFT existing features

and get its accuracy.

1. SqueezeNet:  SqueezeNet is a
convolutional neural network (CNN)
architecture designed to achieve high
accuracy with significantly fewer
parameters traditional

CNNS .

compared to
It employs a
which

"squeeze-and-

excitation" strategy, involves

reducing the number of parameters in

the  network  (squeezing)  while

emphasizing important features

(excitation). This design enables

SqueezeNet to deliver competitive
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performance in image classification

tasks  with  lower  computational
requirements, making it suitable for

applications with limited resources.

2. MobileNetV2:  MobileNetV2  is
another CNN architecture, specifically
designed for mobile and edge devices
with computational constraints. It
focuses on efficient feature extraction by
employing depthwise separable
convolutions, which separate spatial and
channel-wise convolutions. This
architecture reduces the number of
parameters and computational
complexity, making it well-suited for
real-time  applications on mobile
devices. MobileNetV?2 strikes a balance
between accuracy and efficiency,
making it a popular choice for on-device

image recognition tasks.

3. ShuffleNet: ShuffleNet is a CNN
architecture that emphasizes channel
shuffling as a key operation to achieve
parameter efficiency. It introduces the
concept of grouped convolutions and
channel shuffling, allowing information
exchange across different groups of
channels. This design significantly
reduces the computational cost while
maintaining

ShuffleNet

competitive  accuracy.

is particularly useful in
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scenarios where computational resources
are limited, such as mobile and edge

computing environments.

4. Support Vector Machine (SVM):
Support Vector Machine (SVM) is a
supervised machine learning algorithm
used for classification and regression
tasks. In the context of classification,
SVM aims to find a hyperplane that best
separates data points of different classes.
It works by mapping input data into a
high-dimensional space and finding the
optimal hyperplane that maximizes the
margin between classes. SVM is
effective in handling both linear and
non-linear relationships in data. In
addition to classification, SVM has been

extended to solve regression and outlier

detection problems.

Each of these algorithms serves specific
different  domains.
MobileNetV2, and

ShuffleNet are designed for efficient

purposes  in
SqueezeNet,
learning vision,

deep in computer

especially in  resource-constrained
environments. On the other hand, SVM
is a versatile machine learning algorithm
with applications in various domains,
including image classification, text
classification, and regression tasks. The

choice of algorithm depends on the

206


http://www.ijmert.com/

Int. J. Mech. Eng. Res. & Tech 2017

specific requirements of the task, the
available resources, and the desired
between

balance accuracy  and

efficiency.

In this paper to detect image forgery
author has used fine-tuned features from
light weight
SqueezeNet, MobileNetV2, ShuffleNet

algorithms such as

and then extracted features are getting
trained with SVM and then this SVM
model is  giving better prediction
accuracy compare to light weight

algorithms.

Due to increasing technology various
tools exists to tamper image and then
tampered image can cause serious issues
in LAW and other fields and to detect
such tamper many existing algorithms
are available based on SURF, PCA,
SIFT and many more but this existing
technique detection accuracy is not good
so author training all 3 algorithms on
MICC-F220 FORGE and NORMAL
images and then extract fine-tuned
features from them and this fined tuned
features can be classified with SVM as

FORGE or NON-FORGE.

To implement this project we have

designed following modules

1)

2)

3)

4)

5)

6)
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Upload MICC-F220 Dataset:
using this module we will upload
dataset to application

Preprocess Dataset: using this
module we will read all images
and then normalize their pixel
values and then resize them to
equal size

Generate & Load Fusion Model:
using this module we will train 3
algorithms called SqueezeNet,
MobileNetV2 and ShuffleNet
and then extract features from it
to train fusion model. All
algorithms prediction accuracy
will be calculated on test data
Fine Tuned Features Map with
SVM: using this module we will
extract features from all 3
algorithms to form a fusion
model and then fusion data get
trained with SVM and then
calculate its prediction accuracy.
Run Baseline SIFT Model: using
this module we will extract SIFT
existing technique features from
images and then train with SVM
and get its prediction accuracy
Accuracy Comparison Graph:
using this module we will plot

accuracy graph of all algorithms
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7) Performance Table: using this — =~ - -
module we will display all

algorithms performance table.

In below screen code you can see how

& et

we are extracting features from all 3

algorithms and then building fusion

model

So by using above images we will train
all algorithms and calculate their
performances To run project double

click on ‘run.bat’ file to get below

output

1 Vg gy DB o o b Dot g Mo -8 x
uom
In above screen read red colour mrp——— I

comments to know fine tune features

Generate & Load Fusion Model

‘Fine Tused Features Map with SVM

extraction and in below screen we are

Rua Basln SIFT el |

showing dataset details Aemcapncn|
Performance Table
s £

......

HOrr:wa::;ea:n mdAB6LR

In above screen click on ‘Upload MICC-
F220 Dataset’ button to upload dataset

and get below output
In above screen in ‘Dataset’ folder we

have 3 folders where one contains
original images and other folder contains
TAMPER or FORGE images and just go

inside any folder to view its images.
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Upload MICC-F220 Dataset
Preprocess Dataset.
Generae & Luad Fusion Model
Fine Tuned Features Map with SVM
Rum Baseline SIFT Model

Ascaracy Compartsca Graph

Bertormance Table
= ve
o

In above screen selecting and uploading
‘Dataset’ folder and then click on ‘Select
Folder’ button to load dataset and get

below output

Upload MIOCF230 Dataset

Prepracess Dataset

bo--
In above screen dataset loaded and now
click on ‘Preprocess Dataset’ button to
read all images and normalize them and

get below output

Tmage Forgery Detection Based on Fusion of Lightweight Deep Learning Models

E:/venkat2021May22Dataset Dataset Loaded

f:' Ifemafona Jornal of Mecharicol Enginewring Reserch and Technology

ISSN 2454 — 5X
http://www.ijmert.com

Vol.16 Issue2, 2024

In above screen all images are processed
and to check images loaded properly I
am displaying one sample image and
now close above image to get below

output

[ e p——— 3 x

Tplosd MICC-F220 Datset
Preprocess Dtuset

Generate & Load Fusion Model

Totalmages foen i dataset - 200

Fine Tuned Featares Map with SYM

Run Baseline SIFT Model

AccuFacy Comparison Griph

Performance Table

]

[ = [oe—

In above screen we can see dataset
contains 220 images and all images are
processed and now click on ‘Generate &
Load Fusion Model’ button to train all
algorithms and then extract features
from them and then calculate their

accuracy

g e Lesming -3 x

Image Forgery Detection Based o Fsion of Lightweight Deep Learaing Models

Uplead MICC-F220 Dataset

Totalimages fnd i daaset : 201

Pregrocess Dataset.
Geaerate & Laad Fusion Model

Fine Tuaed Features Map ith VM

Rum Baseline SIFT Mosel

racy .‘iXL!LiJ!iH]EiHI
Accarcy Comparison Grigh

) s SLOSHEIDT
T——— all <SS
7 - SLSINISISISISIE
Exil

Totalfine runed featares ractd fom al alorithmas - 576

Ho S

In above screen we can see accuracy of

all 3 algorithms and then in last line we
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can see from all 3 algorithms application
extracted 576 features and now click on
‘Fine Tuned Features Map with SVM’ to
train SVM with extracted features and

get its accuracy as fusion model

Inage Forgery Desection Based on Fesion ol "

Fusion Model Confusicn matrix
plaad MICC F220 Ditaset

Preprocess Daiwset

Geavrate & L

Fine Tused Features Mg widh §V3

TN B
sIsIIsIs
LIS
SIS

X
R Baselie SIFT Nidel Shadle

Arcuracy Comparisan Gragh

Perbarmnee Table ALSSSIATEL]

SLESRGHHHH
¢SS
Toes e s extraced ol kgt

0000
s Mkl VA Recll 96 SSM6L 088614
esion Mkl VA Fore <95 8421261131
usion Mool VAL Acraacy £ 5ASESSUSE84S, 0
gt forged
Fredcted clss

al¢y +0= B

[« [ p—
In above screen with Fine tune SVM
fusion model we got 95% accuracy and
in confusion matrix graph x-axis
represents PREDICTED LABELS and
y-axis represent TRUE labels and we
can see both X and Y boxes contains
more number of correctly prediction
classes. In all algorithms we can see fine
tune features with SVM has got high
accuracy and now close confusion
matrix graph and then click on ‘Run
Baseline SIFT Model’ button to train
SVM with SIFT existing features and

get its accuracy
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Image Forgery Detection Based on Fusion of et

Baseline SIFT VM Confusion matrix

Upload MICC-F220 Dataset
Preproces Dataset

Geserate & Load Fusion Model

SIS
e Tund Featres M with SV | HASIISAINS
Mol NeiV2 recsi: §1 HSIS2HSH29

ot st | SN eSS

Accuracy Comparison Graph

Performance Table

1
MebileNeiV? Accurscy - SLSISISISISISISI

ot v tused e exteaced o all agoethass 51 =

Exit

Bacelne STFT SVM Pracision - 6748104571706
Baseline SIFT $VM Resall
Baseline SIET SVM FScore. : 6757854736842105
Baselne SIFT SVM Accarsey : 6S131S1SIS1SI817

Non Forged farged
Predicted class

weisl#azls

mABOL B EanT

In above screen with existing SIFT
SVM features we got 68% accuracy and
in confusion matrix graph we can see
existing SIFT predicted 6 and 8
instances incorrectly. So we can say
existing SIFT features are not good in
prediction and now close above graph
and then click on ‘Accuracy Comparison

Graph’ button to get below graph

2z ls

ESN TN H
s
WW-

= | i
i
A€ +az= 8 v~

In above

graph  x-axis

represents
algorithm names and y-axis represents
accuracy and other metrics where each
different colour bar represents different
metrics like precision, recall etc. Now
close above graph and then click on
‘Performance Table’ button to get result

in below tabular format
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In above screen we can see propose
fusion model SVM with fine tune
features has got 95% accuracy which is

better than all other algorithms

VI.CONCLUSION

The "Image Forgery Detection Based on
Fusion of Lightweight Deep Learning"
project has effectively tackled the
challenge of image forgery detection by

integrating innovative lightweight deep

learning models. Leveraging
architectures like SqueezeNet,
MobileNetV2, and ShuffleNet, the

project successfully balances accuracy
and computational efficiency in forgery
detection. = The fusion  approach,
combining diverse features from these
models, enhances the system's resilience
against a variety of forgery techniques.
attest to the

Experimental results

project's  capability to  identify

manipulated images, showcasing its

effectiveness in the realm of digital
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image manipulation. The wuse of
lightweight models ensures that the
forgery detection process remains viable
for real-time applications, making it
adaptable to diverse scenarios and

platforms.
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